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¥ CraFrto 15 critical .
. WThe more critical. the less m-:-neu -
we sFpend on 1t

| #Comrare $torkernel or $forSsL to
StorsezBirdAres

L ®Crapto 15 vera veryd hard
% Do not touch
. Yoy need to be $this tall to ride

¥ CraFrto 1= freedom
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Das sicherste Daten Verschliisselungs Programm der Welt !

it KRYPTO 4.0/2014 Professional Multi User Copyright by Detlef Granzow QIE}@

KRYPTO 4.0/2014 Professional Multi User
Daten Vollbit Verschlusselungs Programm

Copyright by Detlef Granzow @y

DatenﬂPasswort DatenaPasswort
Verschlusselung Entschlusselung
KRYPTO Eingabe Feld !
] Daten i & Daten iy
Verschlusselung Entschlusselung

?C"E":;":S;E: te'; Daten Zerstoren

TMMLALERET

One of the rare cases that allow

evaluation of the encryartion ba wvisual
insFection of the UI.
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THE POSER  THE KHOUER
¥ The OTHER Felix: % TEH GERG .

»-IF all ofs

Drinks evergwhere
Smokes everdwhere
150 Phenoelit showoff

REETUREH "F&x"
ELSE IF all of:

100 |- Drinks water.
Smokes Cnot | | THMI
CCC Alrha—-Blo9ger

RETURM "Fefe"

27 o wherever he
A4 came From

ELSE RETURM RAMDC4>
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ARRIE iPOn

ISEL Deiails

200 - i

150 -

100 -

T

0

Trusted boot chain

# The less trust. the more
freadom

Gred finds bug -:

Californian vedans

don’t loor while boot

¥ Thew orted for Karl-
Theodor Maria MHikolaus
Johann Jacob Philirr

Franz Joserh Salvester
the verification

¥ 3 times

Userland uses same
librara (LibTomCrasth

¥ Security situation _
cnmsarable_tn a certain
Freninsula in black see

Once rerorted. the onld
thing Arrle cared about
was disclosure time

* Fix "coincidentalla"
released for noh-JEB 105

Eﬁﬁ

-

fuck

Certifticates are
often chalined:
CA1 -> CR2 -*
bank . com

W Structuralle. CA and

end—-entita certs are
nhot. different

W Excert x.98903 basic
constraints

When verifaing.
must. check that
CA=True for each CH.
Otherwise:

CAl -* hacker.com -*
bank . com

Loes AFrFrle actually
test their code?

ane

1.0

1.3.40 2.0.20 2.1.78 2.3.7

24,345 2.5.60 2.8.16.19 Z.8.20.14 2.6.26.6  2.6.31

2.6.39 30,84 3.3.7 J.6.4

3.12.8



Soto Fail
- St Fails

S0i0 ClEanun:

250

200 =

150 -

100 -

bl

Think of reverse lodic
martiade

¥ Intention is
conditional: To spend
anes live with this
wonderful Ferson

¥ Outcome often 1s
unconditional: Parther
finds out who 9oy
Feally are

Second line added

unconditional to what

was meant to be

conditional

¥ Hlso added a treasure
trove of Jokes

Crarto code is like

cracking: Somewhere 1is

a YES-HO =wuestion

% What iz chearer:
2488 or 2 bate

fuyck

¥ C error handling in

#f;

-

hastard

GruTLS pratars

L Hegat@ue arrar codes
vs, bilnard

W Mot a new thingd (see
OFrensSsSl )

Buds were caught
dur-ingd testing
[ orowd—sourced )

W Industra bhest
Fractice

Both bugs should

have been caugdht by
unit tests. thoudh

¥ Static analgsis

could at least have
found Joto fail

0
1.0

1.3.40 2.0.20 2.1.78 2.3.7

24,345 2.5.60 2.8.16.19 Z.8.20.14 2.6.26.6  2.6.31

2.6.39 30,84 3.3.7 J.6.4
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PhiEDoioms

250

200 =

150 -

100 -
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¥ Discovered kbd:

¥ Riku. Antti and Matti at
Codenomicon

¥ HNeel Mehta of Goodle
Securita
® Disclosure time lines
don’t add uF

¥ Codenomicon team went
through disclosure hell
before

¥ 0Oulu PROTOS SHMP?
¥ CERT.FI relations

¥ It looks like Goo9le waited
until 1s* of April for the
fun
¥ Private kegs? Ha!
¥ You rode Qour bicucle naked.
For two 9ears!
¥ Internet advise had it
that private kegs are not
at risk so much
¥ non seqauitur

¥ See whd remole hear
exrloits are exercise?

#f;

#f;

fuck

MHever does an & mark
angthingd imrortant

on the mar — well...
¥ BEGIM RSA PRIVATE KEY

Vs, Prime factor in
Memord

Affected services:
w HTTP-S server: client
% DprenlPH

¥ Infrastructure
behind the UPH?Y

W TOR?

¥ Your private keds
are potentialla not
unuglbiggest

FIrQ 2m...
W Certificate

revaocation. andgone?

0
1.0

1.3.40 2.0.20 2.1.78 2,37 243,83

2.5.60 Z.6.16.19 Z.8.20.14 Z.6.26.6  Z.6.31

2.6.39 30,84 3.3.7 J.6.4 3.12.8



LMD UHS 5T AT
BIEE.WFG""

”EISGD IDS SSL UPH
authentication burass

¥ Comes with code execution
- WwF3111n9 15 not a 055 privilede -

aaaaaaa

100~
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iIF B0 SEE GYEER
HREDHTE AMD [

100~

" Eemember* Mowell Hetldar*e 37

L. SDFtwar*e 1= comProsition

¥ Securits 1mract

T
fuck
shit

aaaa

W The stack 1= a lie

eueruthlng
W Mot Just the 5% patch fail chance

W Comrare: WMindows =P ws. Linux

W Httackers etz the dice rolled alain
¥ Defender starts over at sauare 1

0
1.0
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In one word: ITU

250

Hierarchical trusp

+#
€

% Certificates. CRL. mode ] st
atc, ¥ Theory: One root of
“'w BSH.1, wou at least Lrust

¥# Practice: DigiMHotar

And of cowrse. we
imFlement 1t 1n C

have to rarse DER
RFCS288 is 158 rFrades

+#f
#f;

VW ®.698 (defines DER ¥ Yeah. null butes in
and others> is commol hames !
~ anather 48 rades ¥ Wanted to list the
v ® We're talking about Foot., certs if
the PKI onlyg! Firefox. Didnt haue
¥ Parsing 1t enoudh srace here.
correctla?

a0 -

Ask mlF

f

i I I I
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250 T T T T T T T T T T T T T T
¥ SimFrle wear TCP 1 a
crarto channel?
w Kind of
wr L EFE524E liits a0 |
cirher sultes
o . ¥ Including creery RC4
50 - b stuft and more... ]
> et e ¥ Renedotiation
S > | ¥ Comrlex handshake
cerres > Frocess introduces
100 - e 7]
, r— ritfalls
< Finshed W Downgrade attacks
CS‘:W : W Padding oracles
50 - q ¥ etc. -
i o W Did I mention 1t
relies on X.5897
I:):1..(?! 1.3I.40 2.0l.29 2.1I.?8 2.3I.? 2.4.;4.5 2.5I.60 2.6.i6.19 2.6.;0.14 2.6.;6.6 2.6I.31 2.EI.39 3.0I.84 3.3I.? 3.I5I.4

3.12.6



1P

¥ IJPSEC 1= no fuck
better: —
% HAH. ESF. IKECWZ), ouhave chasen ko opar |
SH. tunnel.s openswan latest.tar.o
transport: mend Priyisd ket NI
|:_|:||'|'|F- 1 E};: . |_|_||:||.|_| . What should Firefox do with this fila?
“'w Ever tried to run S — i
a heterogensous O bonrtharmal
IPSEC network™? © save i
100 b 5 I _I_-. 20, aFe Yol S t-]. 1 1 [] Do this automatically for files like this from now on. )
considered legalld i
corretent.? K carce| [ B
% For convenlience. |
uie 1t with x.589
a

1.0
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200 =

150

bl

0

Truebruept  Findinas

» Open Crorto Audit % Mothing
ProJect spactacul ar e
¥ Kenneth White unless |

¥ Matthew Green

¥ 1struecryrtaudited

gat.. com
¥ $£53, 0808

« i@ 15EC Parthners
¥ Andreas Junestam
¥ Micolas Guido

W Httacker has
Flhasical access

¥ You' re not using
full sgstem
encrdrFrt1omn

¥ You’re using a bad
Fassword

1.0

1.3.40

2.0.20

2.1.78

2.3.7

24,345 2.5.60 2.8.16.19 Z.8.20.14 2.6.26.6  2.6.31 2.6.39 30,84 3.3.7 J.6.4

3.12.8
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200

150

16

bl

0

1.0

DRenPEP.is

il P HE T
are special

¥ GPE4Browsers
¥ Prototare

% Follow—ur with
browser wvendors

% OFpenPGEP. s seeded
w JS i= the new ASHM

# Curedl (aka
Kaminsk43? pro bono
audits

fuck
shit

¥ Entropyg o

hastard

¥ Hardware as an ="
entrord source not
Leasila) accessihble

% Clock drift ala
dak arand? Hsk
Joernchen first!

% Control

¥ The attacker runs
code on the same
Frlatform that runs
Jour crarto!

W IS5, HTHMLS. CSS.
W Side channels?

W# MNo memsetC)

et

1.3.40 2.0.20 2.1.78

23,7 240350 2.5.80 0 2.6.18.19 2.6.20.14 Z.8.20.8 0 28031

2.6.39 30,84 3.3.7 J.6.4

3.12.8
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250

# Whoever uses 3
comFarlison to s

car l1ndustrd or
crash testing 1in
= 3 d1sCUSS 10N
about. software
L sEecurlitd. 1s

| SEE YOU DID
WELL IN SCHOOL., BUT
WHT REAL WORLD KL

automatically 3
wrandg.
| wAfter Godwin®s
L 2w

1.0 1.5.40 2.0.29 2.1.75 2.3.7 2.4.34.5 Z2.9.80  2.6.16.19 Z.6.20.14 Z.6.206.6 Z.6.31 2.6.39 3.0.8d 3.3.7 3.6.4 3.12.6



200

HELLEMES HHD HOTLE

200 =

150

100~

a0 =

0

¥ Summetric cirhers. asgmmetric primitives: o
simrle (use test vectors for example) pastord

penguin
¥ Protocols

¥ Test adainst a reference imrlementation
(Posltive case)

¥ Test agdainst urm.. err.. A custom-built test
siite? Containing which test cases?
% Comrlexity kills. Also during testing.

¥ Random number d9enerators. seeding etc.
¥ Hwm.. The outrut looks random??

¥ |lse existing tests
¥ Chi-Sauare. Kolmodorov-Smirnow. etc.
¥ Can onle find bad PRNGs. rnot 9ood ornes

¥ e well-known constructions (e.9.: Fortunal
¥ Then decomFose

¥ Meazsure the aualita of a random seed?
i Di-:ln’t I zad Fortuna?

1.0

1.3.40 20,23 2.1.78 Z2.3.7 24343 2960 2.6.16.19 Z2.6.20.14 E.6.26.860 Z.6.31 2.6.39 3.0.54 3.3.7 J.6.4

J.12.8



MIMINLNT TES T M

¥Cisco MARS
< W Xbhox login

W buntu locklacks
- wDebhian RAMD

aaaaaaa

100~

o f I I
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0 s Heal. uniess
deriared Inteser

if. Hilan Toosood. FORTRAN
| | | |

Rl MmN s, ..

250

200 =

150 -

100 -

bl

¥ Managed

W e do that in real
wor-ld for 9ood
Feasons

¥ There are so mand
oFtlons

W Moo
W Even Pathon is orne

¥ Performance Math

W Design iz the
Ferformance keg

¥ Business i1hcentive

W Manaded code 1=
easlier to manade

¥ Hardware Fath
b EIQEEItD Lhe metal™?

fuck
shit

* Managed. ture safe
¥ Bonus Foints: functional

penguin

¥ Tare sgsztems helr 0oL
catch errors at comrile
tLime

i UetiFicatiDn arFrFroaches
exist

W Performance
® Still FPoly time 32 =
¥ Big room for
oPtimizations!

¥ Let the comriler 9uus do
their work

You wanted to include all
those expensive checks
angwad: didn’t Qou?

"But. the runtime is so
big and not trustwortha"

¥ So is 9oy C §
imFlementation of ¥.3589}

W Side-Channels - CPU
control?

0
1.0

1.3.40 2.0.20 2.1.78 2,37 243,83

2.5.60 Z.6.16.19 Z.8.20.14 Z.6.26.6  Z.6.31

2.6.39 30,84 3.3.7 J.6.4
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200

R HEE MOT HL.OMNE

200 =

150

100~

a0 =

0

(i THE P83

® Other Fprocesses cannot read ma memord e
¥ but. observe the timind of Your process retar
¥ and CPU cache information

¥ and Fotentially even rFower consumrFtion?

¥ Side-Channel 181

¥ Drerations in an al9orithm derend oh (Parts
of 2 sensitive information

¥ "Optimization" by using lookur tables (indexed bd
Flain text or keal

¥ "Sayare and multirle" leaks its expornent
¥ Observe orerations —* Obtain kew ~ rlain text

¥ Obtainingd measurements 1z often even 3
feature

¥ For Xonox (the other 9ua with the Mohawk >
¥ Generic defenses?

1.0

1.3.40 20,23 2.1.78 Z2.3.7 24343 2960 2.6.16.19 Z2.6.20.14 E.6.26.860 Z.6.31 2.6.39 3.0.54 3.3.7 J.6.4
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RYPRTL 1M THE l.HL

vCloud
Directar,

£

Chargeback
Virtual

Appliance

“Center
Cperatiane

Remote:
vCenter
15AM)
SAN g
238%
2315 i, e
= [} 33 PP 52267 tep 57305 1521/TePoracle or G
o s5ge 543} 1433/TCHMS S0 or P
ges Pt
SEES 02
B F A
-Ug Virtual
Appliance s
e e | W— T 22 Pastgres
243 21403 3
gats, _— P (SO0 E )
. Capacity 1Q

25/TCP/Email notification

5, [TCRfEmail notification:

80+443/TCP/Meta Data

for Updates 9
¥ eﬂ\(eﬁ“":.a\ iwm"DDﬁNMPanng \‘#“"
o P IR pps B2/UOR/SHIMP Trap seng 5
Tt ozjupvmganbzi\: e o
502 TCP @ EJUDPJD s
erpent: S oo, B 1 lep,
e e, 5087 %331/ icie
E ent 1 "D““:M\ ol :; A,
H \ %

100K 5200 TCREUDR/FIut Takerance Ay Py,
2031~ 2250 09 | W s g, "wf%

B2 FAE5 TGP J HA Virtual

i,
Qc’% 6”’\ Appliance
'\ " Ereied
< "Data

Recovery

cansaliaption
Targef

i
yf/ " e il
443/TCP/System conversion———" -~ 1:7*/1:EJUDD.135/

TP for uhtati,
'CP/R ‘ation
22/TCR/onyy “Reauired

for comversig,

=]
Converter

opened for Host Scanring and remediation
02/TCP pushes Updates to hosi

A4 TCPHosls
0009190 /7C]

80, £23/TCR/Heat ta Update Sarver Forwans 5084

e O inox based Sourcy com, D —
e, ) X buter o
S 902 /TCR/Required for Data Transport during cloning = .- bl
@ 3«%’ 443/TCRIRequired for destination VM access when target ist ESKi vCenter N b 7]
i il =
~4-50+443/TCP/Meta Data for Updates I0+443/TCP/Meta Data far Updates—i= 43/TCPyRequired for Linux sourc \.:; 22{TCP- X &
" ¥ml.shavilk.com

1.0 1.3.40 2.0.79 2.1.78 Z2.3.7 24343 2960 2.6.16.19 Z2.6.20.14 E.6.26.860 Z.6.31 2.6.39 3.0.54 3.3.7 J.6.4 J.12.8



RYPTO I THE BLAUTS

¥ In the clouds. everdJones heaﬁﬁ%
9oLu crd

#EKlaut=s are rrimarilily
manadement. hetworks

% Hhd more management.
rwEKlauts have to have LI

W Cartilficates angone?
' #wHonest Achmed

o f I I
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LMD UHS 5T AT

LS ELU Y Hy

250 T T T T T T T T T T
P Fuck
=I 1 zhit
#LCil1sco Mexus 186861 =
penguin
200 | -
Cisco
150 - Nexus |
(5) vmware' vSphere (5) vmware vsphere
= =1 = =1
“r N —— —— g ]
Cisco Nexus
% %
enter i
0 i | i i | | | | | | | | | |
1.0 1,340 2.0.29 2,175 2.3.7 2.4.34.5 2.5.60  2.6.16.19 2.6.20.14 Z.5.36.6  2.6.31 2.6.39  3.0.84 3.3, 3.6.4
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LMD UHS 5T AT
LS ELU Y Hy

¥ Cisco’s documentation sass 128 Bit o
encrartion for STUM st
¥ Turns out to be AES-CBC - somewhat

% |lsing OFenSSL

¥ The ke and IV are hard coded in all
= Bilnarlies that need to take rart i1n STUM -

¥ Keg and IV are reinitialized for each
frame receluved

“'%® The HMAC is SHAl: no secret

¥ Wle can decrart and encrart traffic on
the “virtual backrlane” now

¥ Reauirement iz that we can talk to the
right wirtual interfaces

200

a1}
D_EFPT

200 =

o f I I
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200

200 =

150

106

a0 =

0

LMD UHS 5T AT
LS ELU Y Hy

¥ Beingd able to receive (decrart) and send
crap

tenckrart) STUN messages allows us to pechard
Farticirate on the control channel e

¥ e can take Forts or entire rFort Srours
#® bl et access Lo the manalfsment networks

¥ Management network services exrose much more
- uylhnerable services

# be can MitM managdement network traffic
¥ Most vSrhere connections are 5S5L

I ¥ Mobode has ever seen an actual PKI being used
% Hll certificates are self-signed uron installation

¥ The onla defense 1= a perfect L2 ULAN setup

W L3 is almost un—defendable
W LU<LAM and other SDH madic reauires L3

1.0 1.3.40 20,23 2.1.78 Z2.3.7 24343 2960 2.6.16.19 Z2.6.20.14 E.6.26.860 Z.6.31 2.6.39 3.0.54 3.3.7 J.6.4

J.12.8



LMD UHS 5T AT
mssnmrs“@

200 T

1. EDNPPDNISE = ueb

saryer 1n a virtual
]

200 | =2 HMNon—administrative
shell

2. Urload a scrirt (e.9.
PHF» for STUH L3

150 | communlcation

S« Run UEM STUM L3 attack
to USHM promy | |
2 Takeover of rFort | g———t— > - [
T IrouFs ; 4 I
2 Configure new marFinds Sl

4. Confiduration ahd use
of a direct tunnel to P i
internal or manadement

network

a0 =

Management

",l\-' A Intern

ey i

o f I I I I I I
1.0 1.3.40 20,23 2.1.78 Z2.3.7 2.4.34.3  2.9.60  Z.6.16.19 @




LMD UHS 5T AT
GI‘EG.WFG"‘

*EEPDPtEd Hnuemher E: EEIE

. ® CSCudl14691

"Hexus 186848l LISHMAUEM communilcation
- ehcrartion imrlementation rroblems”
W Llosed as fixed several Limes

¥ Mot f1ixed

aaaaaaa

Kewg: e63Zacccfdi8ccBectalelfbedatecce
IU: PdedifalZdcefeSbh22893b227 7 oelelZa

....................................................................................................
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findex_page = $this-»hide_index?'':'index.php';

fthis-»change_config(%file _name, "index_page", %index_page, Skey prefix, Skey suffix,
$this->change_config($file_name, “"encryption_key", 'namidanoregret', $key_prefix, $Skey
fencryption_key = mdS5(time() . rand(});

$this-»change_config(%file name, "encryption_key", Sencryption_key, Skey prefix, Skey_

$table_name = 'ci_sessions';
if{!trim{$this->db_table_prefix) == '"'){
ftable name = %this->db _table prefix.' '.%table name;

THE BlbbGEST ISGUE

Kegs are hard



250

200

150

100 -

bl

0

ey sl Soane
it's done

M &l HRuas
are nade eouni

W Don’t urload to
GitHub

% Keer migration in
m1nd

% Holding kegs 1is
holding liabilitg

fuck

¥ Generation R

¥ Ohai. Debian' You'
mad™?

¥ HAlso! sranditimel;

Fuw=rand: ;3

W Weak kedgs

¥ Bad asgmmetric
Farameters

¥ DSH for teh lulz

¥ leak kew detection

¥ Siprle. You loose
Jouwr bitcoins and
cannot bus drugds
angmore.

1.0 1.3.40 2.0.20

2.1.78

23,7 240350 2.5.80 0 2.6.18.19 2.6.20.14 Z.8.20.8 0 28031

2.6.39 30,84 3.3.7 J.6.4
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200

200 =

150

100~

a0 =

0

1.0

MIST SPEEE-S

#f;

Ellfptiﬁ cﬁrués ﬁrnﬁidela étrﬁctdrelwhefeiﬁ
gou have rolnts P that 9ou can add C(P+R> 00
or multirle (P+P+P... = kP2 e
Krnowind kP and P. obtainind k is (helieved
to be?) hard CECDLP 2

Let = be the current state: P and & fixed
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